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1. INDIRME BAGLANTILAR]

Virtualbox
indirme Baglantisi: https://www.virtualbox.org/

VirtualBox _conm

Download VirtualBox

\7

Windows Server 2019

indirme Baglantisi: https://www.microsoft.com/en-us/evalcenter/evaluate-windows-server-

20197filetype=ISO

Windows Server products & resources

SQL Server

indirme Baglantisi: https://www.microsoft.com/tr-tr/sql-server/sql-server-downloads
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Microsoft SQL
Server 2019
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2. SANALLASTIRMA KURULUM iSLEMLER;

2.1. Oracle VirtualBox Kurulumu
ilgili kurulum dosyasina tiklanarak VirtualBox kurulumuna baslanir.

ﬁ Oracle VM VirtualBox 6.1.20 Setup X

Welcome to the Oracle VM
VirtualBox 6.1.20 Setup
Wizard

The Setup Wizard will install Orade VM VirtualBox 6. 1.20 on
your computer. Click Mext to continue or Cancel to exit the
Setup Wizard.

Version 6.1.20 Cancel

Yiklenecek bagimhliklar segilerek kuruluma devam edilir.

1 Oracle VM VirtualBox 6.1.20 Setup x

Custom Setup
Select the way you want features to be installed.

Click on the icons in the tree below to change the way features will be installed.

hd | VirtualBox Application Orade VM VirtualBox 6.1.20
- (= = | VirtualBox USB Support application.
- = | VirtualBox Networking

% VirtualBox Bridge: This feature requires 217MB on
=3 - | VirtualBox Host-C your hard drive, Ithas 3 of 3

3~ | virtualBox Python 2.x 5| subfeatures selected. The
subfeatures require 932KE on yo...

< >

Location: C:\Program Files\OradeWirtualBox Browse

Version 6.1.20 Disk Usage « Back Cancel

Sistem Gzerinde olusturulacak kisayol ve ilgili kayitlar segilerek kuruluma devam edilir.

5 Oracle VM VirtualBox 6.1.20 Setup X

Custom Setup
Select the way you want features to be installed.

Please choose from the options below:

Create start menu entries
Create a shorteut on the desktop
Create a shortcut in the Quick Launch Bar

Register file assodations

Version 6.1.20 < Back Cancel




Sanallastirma icin gerekli Network Interface’in olusturulmasi igin ilgili sanal siirlicinin yiklenmesi

gerekmektedir.

75 Oracle VM VirtualBox 6.1.20 ps

Warning:
Network Interfaces

Installing the Orade VM VirtualBox 6. 1. 20 Metworking
feature will reset your network connection and temporarily
disconnect you from the network.

Proceed with installation now?

Version 6.1.20 Yes Mo
Sanal stirticliniin kurulumu gergeklestirilir.
45 Oracle VM VirtualBox 6.1.20 Setup X

Ready to Install
The Setup Wizard is ready to begin the Custom installation.

Click Install to begin the installation. If you want to review or change any of your
installation settings, dick Back. Click Cancel to exit the wizard.

Version 6,1,20 < Back Cancel

#

Oracle VM VirtualBox 6.1.20

Flease wait while the Setup Wizard installs Orade VM VirtualBox 6. 1.20. This may
take several minutes,

Status:

Version 6.1.20 < Back Mext >




Sanallastirma siricilerinin yiklenmesi icin windows tarafindan givenli olarak belirtilerek yiklenmesi
gerekmektedir.

#

Oracle VM VirtualBox 6.1.20

=

Please waitwhie { WWould you like to install this device software?

take several minug
Mame: Oracle Corporation Universal Serial Bus ...
<9 publisher: Oracle Corporation

Status:
I
Always trust software from "Oracle Corporation”. Install Don't Install
@) You should only install driver software from publishers you trust. How can | decide
which device software is safe to install?
Version 6.1.20 <Back Next >

Sanal surtculere ait kurulumlar tamamlanir.

‘ﬁ Oracle VM VirtualBex 6.1.20 Setup "

Oracle VM VirtualBox 6.1.20
installation is complete.

%i Click the Finish button to exit the Setup Wizard.

[ start Orade WM VirtualBox 6. 1,20 after installation

ncel

Version 6,1.20 < Back C

o




3. ISLETIM SISTEMI KURULUM & YAPILANDIRMA ISLEMLERI

3.1. Windows Server 2019 Kurulumu
Windows Server 2019 kurulumuna gegmeden dnce isletim sisteminin yiklenecegi dil ve klavye diline ait
secenekler belirlenir.

’T

Windows Server- 2019

Q&S E i Gl @ FRrisht control

Windows Server kurulum ekranina gidilir.

B " | |

Windows Server: 2019

Install now

Qo 1B E)@ @ roht conrol




Kurulmasi istenen Windows Server strimd segilerek Next ile kuruluma devam edilir.
&

() o Windows Setup

Select the operating system you want to install

Operating system

Architecture
Windows Server 2019 Standard Evaluation il

Date modified

9/7/2019
19 Standard Evaluati

‘Windows Server 2019 Datacenter Evaluation 9/7/2019
Windows Server 2019 Datacenter Evaluation (Desktop Experi.. 977/2019

Description

This option installs the full Windows graphical environment, consuming extra drive space It can be
useful if you want to use the Windows desktop or have an app that requires it

2 Installing Windows

B @i & 5 @)@ @ roht control
YiklG bir isletim sistemine ylkseltme degil de sifirdan kurulum olacagi icin Custom secenegi secilerek
kuruluma devam edilir.

@

@ &) Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this option. This option is anly
available when a supported version of Windows is already running on the computer

Custom: Install Windows only (advanced)

ws with this option. 1 you
& mputer using the installstion dis
d backing up your files before you continue

____Gokge 5 B 3 rioht conmol



Kurulumun yapilacagi sabit disk secilerek Next ile yiikleme ekranina gegilir.

&

@ ) Windows Setup

Where do you want to install Windows?

Name Totalsize  Freespace Type

Drive 0 Unallocated Space 250GB 250GB

#2 Refresh 7€ Delete J# Format

¥ Load driver ok Extend

ollecting information 2 Installin

D] 2 2 B8 8] @ @ right control

Kurulum gerceklestirilir.

&

G Windows Setup

Installing Windows

Status

J/ Copying Windows files
Getting files ready for installation {0%)
Installing features
Installing s
Finishing up

BOE& LS |ER G)E @ ront control



Windows Server lizerindeki Administrator hesabina ait parola belirlenir.

B windows-server [Running] - Oracle - o

Customize settings

Type a password for the built-in administrator account that you can use to sign in to this computer.

User name

Reenter password

B kd o B i G)@ @ rsht contol

Kurulum gergeklesti. Ctrl + Alt + Del ile giris ekranina gidilir. Sanallastirma lzerinde mevcut windows
sistemi Gzerindeki Ctrl + Alt + Del kombinasyonu ile cakisma olacagindan dolayi VirtualBox
sekmelerinden Input sekmesi altindan bu kombinasyonu segmek daha saglikli olacaktir.

Press Ctrl+Alt+Delete to unlock.

00:19

30 Nisan Cuma

B0 & o i gl@ &Rt contol




Windows Server baslatildiginda asagidaki gibi bir Yonetim Paneli karsilayacaktir.

E ndows-server [Running] - Oracle VM VirtualBox [m} >

T Server Manager

Server Manager * Dashboard Manzge  Tools

WELCOME TO SERVER MANAGER

B Local Server

ii All Servers

o Configure this local server

W% File and Storage Services P
QUICK START

Add roles and features

[N}

3 Add other servers to manage

WHAT'S NEW ~
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS

Roles: 1 | Servergroups:1 | Servers total: 1

=mm Fil d St -
g ''°and-torage 1 i Local Server 1
Services

@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance

BPA results

@EE ey T
O @ & E ﬁﬂ@@ Right Control
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3.2. Domain Controller Yapilandirmalarinin Gergeklestirilmesi

IPv4 adresi static olarak tanimlanir ve DNS olarak da yine ayni IP adresi verilir. IPv6é Network ayari da
disable olmalidir.

&

=
G Settings Tools  View  Help
& ~
@ Home¢
M & « Networkand Internet > Network Connections v & | Search Network Connections 0 u
13
Findase (Quasmizaw  Dicahlathicnstund dmica  Diannacathic canaection  Rename this connection  » - m @
Real-Time P
Networkg | =
Networking [
Internet Protocol Version 4 (TCP/IPv) Propertis X
B Sstatu
General
I % Ethent TH  You can get IP settings assigned automaticaly if your network supports
this capabilty. Othernise, you need to ask your network administrator
for the appropriate IP settings.
2 Dial-y q
(O Obtain an IP address automatically
Use the folowing TP address:
% VPN @

Airpla
Default gateway: 168 . 168 . 1

(e Obtain DNS server address automatically

1P address: 192,168 . 1 . 182
0
L1

TASKS  w

@) Use the following DNS server addresses v
Preferred DNS server: 152 . 168 . 1 1821

Alternate DNS server:

|

[ validate settings upon exit Advanced.

1item

Cancel

Sunucunun adi belirlenir.

Computer Name  Hardware Advanced Remote

I\j W

of

ity > System v|® | Search Control Panel

Computer df You can change the name and the membership of this mation about your computer
computer. Changes might affect access to network resources.

1019 Standard Evaluation
Full comput - Computer name:

Workgroup! [SQL_Computer Corporatien. All rights Windows Server 2019

- Full compter name
0 rename t
worsgroup, | SQL_Computer

Intel(R) Core(TM] i7-T700HQ CPU @ 2.80GHz 2.81 GHz
Member of 6,65 GB
O Domain 64-bit Operating System, x64-based processor
Ne Pen or Touch Input is available for this Display
@® Workgroup:

inain, and workgroup settings
|WOF!KGF!OUP

WIN-J2HOQEESOKQ &) Change settings
WIN-J2HOQEESOKQ

Cancel
Workgroup: WORKGROUP

Windows activation

Windows is activated Read the Microsoft Software License Terms

- Product ID: 00431-10000-00000-AAS00 & Change product key

Security and Maintenance

Hard Evaluation

11



Sunucu rollerinin belirlenmesi icin Server Manager arayiizii Gzerinden Add roles and features secilir.

Run it - o %
T Server Manager - X

Server Manager » Dashboard & Menage  Tools

Dashboard WELCOME TO SERVER MANAGER

B Local Server
ii All Servers . .
- o Configure this local server
BE File and Storage Services P =
QUICK START
2 Add roles and features
3 Add other servers to manage
WHAT'S NEW
4 Create a server group
5 Connect this r to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups: 1 | Servers total: 1

File and Storage

Services !

@ Manageability @ Manageability
Events Events
Performance %Sew'\ces
BPA results Performance

BPA results

14089071 12,42

Next ile devam edilir.

Manage  Tools

i B Local Server

DESTINATION SERVER

| W& AlSeners | Bofore you begin Sal_Compiter
iﬁ File and Storg

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, ar

Installation Type hosting a website,

Server Selection .
To remove roles, role services, or features:

Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed Hide

| If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

| [ skip this page by default

Cancel

nstal

|
< Prey
BPA results

|

12



Role-based or feature-based installation secenegi secilerek devam edilir.

| F Manage  Tools

0 Local Server

All Servers ir 2 DESTINATION SERVER
Select installation type S0l Compurer

W File and Storg
Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).

Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.
() Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Hide

Install

BPA results

Server Pool icerisinden sunucu secilir ve devam edilir.

r Manage Tools  View  Help

Local Server
All Servers . . DESTINATION SERVER
L Select destination server S0l Compuer
BE File and Stora
Before You Begin Select a server or a virtual hard disk on which to install roles and features,

Installation T

Select a server from the server pool
Select a virtual hard disk

| Server Pool
| Filter: |
| Name P Address Operating System
| Hide
| mputer 192.168.1.182 Microsoft Windows Server 201 ndard Evaluation
|
|
|
1 Computer(s) found
This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.
Install
BPA results

13



ilgili rollerden Active Directory Domain Services segilirerk gerekli feature yiiklenir ve devam edilir.

Manage  Tools

B Local Server

DESTINATION SERVER

W AlSevers | Select server roles Sal_Compirer
BE File and Stora|

Before You Begin Select one or more roles to install on the selected server.

Installation Type

Roles Description

Active Directory Domain Services
{AD DS) stores information about

objects on the network and makes
this information available to users

Directory Certificate Services

K irectory Domain Service:

[[] Active Directory Federation Services

[[] Active Directory Lightweight Directory Services

| Confirmation [ Active Directory Rights Management Services and network administrators. AD DS

| [[] Device Health Attestation uses domain controllers to give

| [] DHCE Server network users access to permitted .

| L] DNS Server resources anywhere on the network Hide
| [] Fax Server through a single logon process.

[m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service

[ Hyper-v

[] Network Policy and Access Services
[] Print and Document Services

[] Remote Access

[] Remote Desktop Services

[] Volume Activation Services

[] Web Server (115)

[] Windows Deployment Services

] Windows Server Update Services

BPA results

ilgili bagimhliklar yiiklenerek devam edilir.

Server Manager * Dashboard Manage  Tools
PEENLEEICIN o Add Roles and Features Wizard — O ®
Local Server
All Servers ~ DESTINATION SERVER
L Select features Sal Computer
BE File and Storg
asfors You Begin Select one or more features to install on the selected server.
Installation Type Features Description
Server Selection PRI AT Fromewor 3.5 Featore ~|  MET Framework 35 combines the
Server Roles I W] .NET Framework 4.7 Features (2 of 7 installed) power of the NET Framework 20
v [ Background Inteligent Transfer Service (BITS) APIs with new technologies for
== [ BitLocker Drive Encryption building applications that offer
AD DS [ BitLocker Metwork Unlock appealing user interfaces, protect
[ BranchCache your customers' personal identity
Cooiination ] Client for NFS information, enzble seamless and
[ Containers secure communication, and provide Hide
[ Dats Center Bridging the ability to model 2 range of
[ Direct Play business processes.

[ Enhanced Storage

[] Failover Clustering

Group Policy Management

[ Host Guardian Hyper-V Support

[ /O Quality of Service

[ 1S Hostable Web Core

[] Internet Printing Client

[ IP Address Management (IPAM) Server
[7] iSNS Server service

BPA results

NGRS =
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Next ile sonraki adima gegilir.

Server Manager * Dashboard ' Manage  Tools

F- Add Roles and Features Wizard - o X

Local Server

DESTINATION SERVER

R Allseners | Active Directory Domain Services <01 Computer
B§ File and Storg

P Active Directary Domain Services (AD DS) stores information abaut users, computers, and other devices
| - on the network. AD DS helps administrators securely manage this information and facilitates resource
Installation Typ: sharing and ccllaboration between users.

Server Selection
Things to note:

Server Roles * To help ensure that users can still log on to the network in the case of a server cutage, install a

minimum of two domain controllers for a domain.

* AD DS requires a DNS server to be installed on the network. If you do not have a DNS server
installed, you will be prompted to install the DNS Server role on this machine.

Confirmation

Hide

Azure Active Directory, a separate online service, can provide simplified identity and

| access management, security reporting, single sign-on to cloud and on-premises web
| apps.

Learn more about Azure Active Directory

Configure Office 365

h Azure Active Directory Connect

Install Cancel

| BPA results

Server Manager * Dashboard ~@ 1 Mooge Took  View Hep

PEEACEEEI R Add Roles and Features Wizard - b X

B Local Server

R Alservers | Confirm installation selections T s
R File and Stora

aefore You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Ty Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Domain Services

Remote Server Administration Tools Hide

| Role Administration Tools
| AD DS and AD LDS Tools

1 Active Directory module for Windows PowerShell
| AD DS Tools

Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

Export configuration settings
{ Specify an alternate source path

Next >

BPA results

[ TRETEYLR R
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Local Server

| W& Alseners | nsiallation progress T
BE File and Storg

View installation progress

O Festure instaliation

Installation started on SQL Computer

| Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Role Administration Tools Hide
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
| Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
¥ page again by clicking Notifications in the command bar, and then Task Details.

| Export configuration settings

< Pr

Next >

BPA results

14059071 13,40

Kurulum tamamlandiktan sonra Promote this server to a domain controller secilerek Active Directory
konfiglirasyonu gergeklestirilir.

Local Server

DESTINATION SERVER

Allseers | |nstallation progress S _Compser

FE File and Storal View installation progress

@ restureinstallation

Configuration required. Installation succeeded on SQL Computer.

Active Directory Domain Services
Additional steps are required to make this machine a domain controller.

Promote this server to a domain controller

Group Policy Management Hide

Remote Server Administration Tools

Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
E¥ page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Next >

BPA results
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Rol secilerek Active Directory Services yiklendi. Add a new forest secenegi secilir ve root domaini
belirlenerek root forest olusturulur.

e

H - - TARGET SERVER
Lecal s Deployment Configuration SQL. Computer
5 All Ser BERVER
mputer
AD DS
3 Select the deployment operation
File an Domain Controller Options .
(0 Add a domain controller to an existing domain
Additional Options Add a new domain to an existing forest
| Paths ® Add a new forest
Review Options
Specify the domain information for this operation
Root domain name: [sametloca
Hide
|
|
| I
| this
| More about deployment canfigurations

Next > Close Cancel

| | BPA results

Forest ve Domain functional level seviyesi segilir. Taze kurulum gergeklestirildigi icin default olan
Windows Server 2016 secenegi secilir. DNS server secenegi secilerek DNS kurulumu gergeklestirilir.

. N . TARGET SERVER
Leaal st Domain Controller Options SQL Computer
| All Sery 55“"“
mputer
i AD DS Deployment Configuration
. Select functional level of the new forest and rost domain
| W& File an: Domain Controller Options
. Forest functional level: Windows Server 2016 B
DS Op
Y — Domain functional level: Windows Server 2016 -
| Paths Specify domain controller capabilities
HevewlopEons Dormain Name System (DNS) server
Prerequisites Check | Global Catalog (GC)
Read only domain contraller (RODC)
| ) Hide
Type the Directory Services Restore Mode (DSRM) password
|
Password: P
|
|
| this
Mare about domain controller options
i

|
< 5 Next > Close Cancel

BPA results ‘ ‘
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Daha 6ncesinden eklenen DNS kaydi olmadigi icin asagidaki gibi bir hata veri. Daha sonra olusturulmak
Uzere next ile devam edilir.

@1 FA Manage  Tools Vi

ew  Help

- TARGET SERVER
DNS Options SQL_Computer
[FERVER
pser

[ A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... show more X

E§ File an Deployment Configuration
Specify DNS delegation options

Domain Controller Cptions

Create DNS delegation

ional Opticns
Paths ———
Review Cptions

Prerequis
Hide

this
More about DNS delegation

Next > Close Cancel

BPA results

x
X
TARGET SERVER
| pocals Paths SQL_Computer
| All Sery 55“‘“
mputer
AD DS Deployment Configuration
- ° - Specify the location of the AD DS database, log files, and 5YSVOL
BE Filean Domain Controller Options
| N — Database folder: CAWindows\NTDS =
S Options
Log files folder: CAWindows\NTDS El
SYSVOL folder CAWindows\SYSVOL El
|
| Hide
|
|
| .
| —
| this
| More about Active Directory paths
|

Next > Close Cancel

BPA results

18



Seceneklere ait detaylar goriiliyor. Next ile devam edilir.

x
H - = TARGET SERVER
| ¥ lecalsi Review Options SQL Computer
t All Sery 55“(“
mputer
¢ AD DS Deployment Configuration Review your selections:
 File an Domain Controller Options || Configure this server as the first Active Directory domain controlle in @ new forest.
i -
DNSs Options The new domain name is "sametlocal”. This is also the name of the new forest.
Additional Cptions
. The NetBIOS name of the domain: SAMET
Paths
! Forest Functional Level: Windows Server 2016
Domain Functional Level: Windows Server 2016
i
1 Additional Options:
| Hide
Global catalog: Yes
q
1 DNS Server: Yes
: Create DNS Delegation: No
'| These settings can be exported to a Windows PowerShell script to automate
] additional installations
| this
1 More about installation o
q
| Install
1 Next > Cancel
{
I BPA results
|

Prerequisites Check

*

TARGET SERVER

SQL_Computer
EERVER
mputer

| @ Al prerequisite checks passed successfully, Click ‘Install’ to begin installation.

Show more X

Deployment Configuration
Domain Controller Options

DNS Options

Additional Cptions

Prerequisites need to be validated before Active Directory Domain Services is installed on this
computer

Rerun prerequisites check

(A) View results
,

Windows Server 2019 domain controllers have a default for the security setting named
"Allow cryptography algerithms compatible with Windows NT 40" that prevents weaker
cryptography algorithms when establishing security channel sessions.

Hide

For mere information about this setting, see Knowledge Base article 942564 (http://
gomicrosoft.com/fwlink/7Linkld=104751).

A delegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution from outside the
demain "sametlocal”. Otherwise, no action is required.

i, If you click Install, the server automatically reboots at the end of the promotion operation.

this
More about prerequisites

L

Next >

Next >

BPA results
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Sunucu yapilandirmalari tamamlandirtan sonra yeniden baslatilir ve olusturulan domain admin hesabi ile
giris yapilr.

&

I

Q  SAMET\Administr...

R Other user

20



4. MICROSOFT SQL SERVER KURULUM & YAPILANDIRMA ISLEMLERI

4.1. Microsoft SQL Server Kurulumu
Kurulmasi istenen versiyon secilerek devam edilir.

B

SQL Server 2019

Developer Edition

Select an installation type:

FE File and . — -
Basic Custom vnload Media

SQLCOMPUTER 12 Warning Microsoft-Windows-Time-Service System 14.05.2021 13:56:28

Kurulumun yiklenecegi path belirlenir.

B

SQL Server 2019
Developer Edition

Specify SQL Server media download target location

MINIMUM FREE SPACE
8994 MB

1426 MB

SQL_COMPUTER 12 Warning  Microsoft-Windows-Time-Service System 14.05.2021 13:56:28

21



Taze kurulum yapilacagi icin New SQL Server stand-alone installation or add features to an existing
installation secilerek devam edilir.

T SOL Server Installation Center

Planning qi New SOL Server stand-alone installation or add features to an existing installation
Installation Launch a wizard to install SOL Server 2019 in 2 non-clustered environment or to add TASKS +
features to an existing SQL Server 2019 instance.
Maintenance
All Servers | Took Install SOL Server Reporting Services o
Launch a download page that provides a link to install SOL Server Reporting Services. ==
AD DS Resources An internet connection is required to install SSRS. Today at 13
[}
= DNS frrare) Install SQL Server Management Tools
| B FileandSto oo Lsunch a download page that provides a link to install SOL Server Management Real-Time P{
| Studio, SOL Server command-line utilities (SOLCMD and BCP), SOL Server PowerShell Settings
| provider, SO Server Profiler and Database Tuning Advisor. An intemet connection is
h On
| required to install these tools.
| (UTC+0
|
| ws Install SOL Server Data Tools 00431-1008
| Launch a download page that provides a link to install SOL Server Data Tools (SSDT).
SSDT provides Visual Studio integration including project system support for
Microsoft Azure SOL Database, the SOL Server Database Engine, Reporting Services,
Analysis Services and Integration Services. An internet connection is required to install
SSDT.
qﬁ New SOL Server failover cluster installation
Launch a wizard to install  single-node SQL Server 2019 failover cluster.
This action is only availabe in the clustered environment.
| p “(ff Add node to a SOL Server failover cluster
E00 Lpunch s wizard to add  nodeto an existing SOL Server 2019 failover cluster.
This acticn is only availabe in the clustered environment. TASKS
| Microsoft SQL Server 2019 ﬁ Upgrade from a previous version of SCL Server v
| Launch a wizard to upgrade 2 previous version of SOL Server to SOL Server 201,
Click here to first view Upgrade Documentation v
| SOL.COMPUTER 3012 Eror  Microsoft-Windows-LoadPerf Application 14.05.2021 14:00:13
SQL.COMPUTER 6005 Waming Microsoft-Windows-Winlogon Application 14.05.2021 13:57:22
SOLCOMPUTER 1023 Emor  Microsoft-Windows-Perflib Application 14.05.2021 13

Versiyon ve varsa eger key girilerek kuruluma devam edilir.
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7 SOL Server 2019 Setup - o X

Dashboard Product Key TASKS

0 Local Serve]

W& All Servers|

Specify the edition of SQL Server 2019 to install. Newver

Download u
) . o Today at 134
Product Key Validate this instance of SQL Server 2018 by entering the 25-character key from the Microsoft certificate ’
2 DNS T of authenticity o product packaging. You can also specify a free edition of SQL Server: Developer,
- Evaluation, or Express. Evaluation has the largest st of SQL Server features, as documented in SQL Senver |
W Fileand St{ Global Rules Books Online, and is activated with a 180-day expiration. Developer dition does nat have an expiration, Real-Time P
Microsoft Update has the same set of features found in Evaluation, but is licensed fer non-production database application | Settings
P development only. To upgrade from one installed edition to another, run the Editicn Upgrade Wizard. on

Install Setup Files (UTC+03:00]
@ Specify a free edition: -1000{

Install Rules

Feature Selection Developer v

Felre s O Enter the product key:
Feature Configuration Rules

Ready to Install

Installation Progress

Complete

TASKS ¥

‘ <tk ==

SQL_COMPUTER 6005 Wamning Microsoft-Windows-Winlogon Application 14.05.2021 13:57:22

SQL_COMPUTER 1023 Error Microsoft-Windows-Perflib Application 14.05.2021 13:56:31

8 SQL Server 2019 Setup - O x
License Terms MESKSHE:
Toinstall SQL Server 2019, you must accept the Microsoft Software License Terms, Never
All Servers| Download u
Today at 13
Product Key ~ ’
a Ons ) MICROSOFT SOFTWARE LICENSE TERMS
] License Terms
W File and St{ Global Rules MICROSOFT SQL SERVER 2019 DEVELOPER Real-Time P
Microsoft Update Settings

These license terms are an agreement between you and Microsoft Corporation (or one of its

o
Product Updates affiliates). They apply to the software named above and any Microsoft services or software " 202001
Install Setup Files updates (except to the extent such services or updates are accompanied by new or additional RIS
Install Rules terms, in which case those different terms apply prospectively and do not alter your or 00431-10004

Microsoft's rights relating to pre-updated software or services). IF YOU COMPLY WITH
'THESE LICENSE TERMS, YOU HAVE THE RIGHTS BELOW. BY USING THE SOFTWARE, YOU
Feature Rules \ACCEPT THESE TERMS. IF YOU DO NOT ACCEPT THEM, DO NOT USE THE SOFTWARE.

Feature Configuration Rules

Feature Selection

IMPORTANT NOTICE: AUTOMATIC UPDATES TO PREVIOUS VERSIONS OF SQL SERVER. If
this software is installed on servers or devices running any supported editions of SQL Server

Ready to Install

Installation Progress [ oenti 7 (B Yok peva et s 2 v\ T sl ol oot P
Complete ;
Copy  Print
[ l accept the license terms and ~ Privacy Statement
SQL Server transmits information about your installation experience, as well as cther usage and TASKS ~
performance data, to Microsoft to help improve the product. To leam more about data processing and
privacy controls, and to turn off the collection of this informatien after installation, see the <
documentation.
<Back Next > Cancel )
SQLCOMPUTER 6005 Warning Microsoft-Windows-Winlogon Application 14.052021 1357:22
SQLCOMPUTER 1023 Emor  Microsoft-Windows-Perflib Application 14.05.2021 135631
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T SOL Server 2019 Setup - o

Global Rules S KSIE

Setup Global Rules identify problems that might occur when you install SQL Server Setup support files. Failures must be
All Servers corrected before Setup can continue.

3 s Product Key Rule check in progress.. Today at 13,
| W File and St{ Global Rules T
Microsoft Update Show details >> Settin
‘ Product Updates On
| Install Setup Files (UTC+03:00
: Install Rules 00431-1000{

Feature Selection
Feature Rules
Feature Configuration Rules

Ready to Install

Installation Progress

Complete

TASKS ¥
| @
| =< Back Next > Cancel N
| SQL COMPUTER 6005 Wamning Microsoft-Windows-Winlogon Application 14.05.2021 13:57:22
SQL COMPUTER 1023 Error Microsoft-Windows-Perflib Application 14.05.2021 13:56:31

SQL Server lizerinde ¢alismasi istenen bagimhliklar ve 6zellikler secilerek kuruluma devam edilir.

7 SQL Server 2019 Setup - o x
Feature Selection TASKS
Select the Developer features to install.
Today at 134
Install Rules o !
.
Feature Selection Locking for Reperting Services rom the web
& File and St{ Feature Rules Features: Feature description: Real-Time P|
Settings
Instance Configuration The configuration and operation of each Y
Server Configuration atabase Engine Services instance feature of a SQL Server instance is
Database Engine Configuration [ SOL Server Replication isolated from other SOL Server instances. 50L ¥
Feature Configuration Rules O V\S:""E Leaming Services and Language | Prerequisites for selected features:
Ready to Install 0 python Already installed: ~
IS Dliava L. Windows PowerShell 3.0 or higher
- v
Complete ] Full-Text and Semantic Extractions for Se; | o= stalled from media:
[ Date Chuslty Senvices Disk Space Requirements
0 ’p_ﬂ"yﬁm Query Service for Bxternal Data [ prive ¢ 1003 MB required, 12048 MB available
. S,
Select All Unselect All
Instance roct directory: [cProgram Files\Microsoft SQL Servert |
TASKS ~
Shared feature directory: [P rogram Fies\Microsoft 5QL Servert |
v
Shared feature Girectory (x86): | C:\Program Files (x86)\Microsoft SOL Server\ | .
<Back Next > Cancel R
SQLCOMPUTER 6005 Waring Microsoft-Windows-Winlogan Application 1405.2021 13:57:22
SOLCOMPUTER 1023 Eror  Microsoft-Windows-Perflis Application 1405.2021 13:56:31
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Instance icin isim belirlenerek kuruluma devam edilir.

| & SQL Server 2019 Setup - a x
Instance Configuration TASHSNE
Specify the name and instance ID for the instance of SQL Server. Instance ID bacomes part of the installation path. Never

Download ul
Today at 13;

| Install Rules (®) Default instance

Feature Selection O Named instance: | MSSQLSERVER
File and 5t{ Feature Rules Real-Time P{

| Instance Configuration Settings

| Server Configuration Instance ID: SAMET On
(UTC+03:00)

Database Engine Configuration
Feature Configuration Rules 00431-1000f
Ready to Install SQL Server directory:  C:\Program Files\Microsoft SQL Server\MSSQL15.SAMET

Installation Progress
Installed instances:

Complete
Instance Name Instance D Features Edition Version
|
TASKS >
|
| )
| < Back Next > Cancel ;
|
| SQLCOMPUTER 6005 Waming Microsoft-Windows-Winlagan Application 14.05.2021 13:57:22
: SQL_COMPUTER 1023 Error Microsoft-Windows-Perflib Application 14.05.2021 13:56:31

8 SQL Server 2019 Setup - o X
Dashboard  Server Configuration TASKS ¥
Local Serve| i ~
Specify the senvice accounts and collation configuration.
All Servers| 5
AD DS ) Today at 134
Install Rules Service Accounts  Collstion

DNS Feature Selection

File and St Festure Rules Microsoft recammends that you use a separate account for each SQL Server service. Resl-Time P|
Instance Configuration Service Account Name Password Startup Type Settings
Server Configuration SOL Server Agent NT Service\ SOLSERVERA... Manual ~ On
Database Engine Configuration SQL Server Database Engine NT Service\MSSOLSERVER Automatic |~ (UTC+03:00)
Feature Configuration Rules SQL Server Browser NT AUTHORITYALOCAL ... Disabled  ~ o0
Ready to Install
Installation Progress [] Grant Perform Volume Maintenance Task privilege to SOL Server Database Engine Service
Complete This privilege enables instant file initialization by avoiding zeroing of data pages. This may lead

to information disclosure by allowing deleted content to be accessed.

Click here for details

TASKS

~
< Back Next > Cancel N
SQL COMPUTER 6005 Warning Microsoft-Windows-Winlogon Application  14.05.2021 13:57:22
5QL_COMPUTER 1023 Error Microsoft-Windows-Perflib Application 14.05.2021 13:56:31
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Diger kullanicilar igin farkli yetkilerin belirlenebilmesi icin Mixed Mode secilir ve Add Current User
butonu ile mevcut kullanici eklenir ve kuruluma Next ile devam edilir.

% SOL Server 2019 Setup

= 5
9

Datal

Engine C:
§ Local Servd § _ - .
Specify Database Engine authentication security mode, administrators, data directories, TempDB, Max degree of

All Servers| parallelism, Memory limits, and Filestream settings.

AD DS Today at 13;
o Install Rules. Server Configuration  Data Directories TempDE MaxDOP  Memory FILESTREAM
e DNS Feature Selection
B File and St{ Festure Rules Specify the authentication mode and administrators for the Database Engine. el
| Instance Configuration Authentication Made Settings

Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

() Windows authentication mode

@ Mixed Mode (SQL Server authentication and Windows authentication)

Specify the password for the SOL Server system administrator (s3) account.

Enterpassword; | sessesssssse

Confirm password: ¢ .

Specify SQL Server administrators

SQL Server administrators have
unrestricted access to the Database
Engine.
TASKS ¥
Add CurrentUser { | Add.. | Remove O
<Back Next > Cancel N

SQL_COMPUTER
SQL_COMPUTER

6005 Waring Microsoft-Windows-Winlogon

1023 Error Microsoft-Windows-Perflib

Application 14.05.2021 13:57:22
Application 14.05.2021 13:56:31

% SOL Server 2019 Setup

All Servers
AD DS

& DNs

ii File and St

Ready to Install

Verify the SOL Server 2019 features to be installed.

Install Rules
Feature Selection

Featurs Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

SQL_COMPUTER
SQL_COMPUTER

TASKs ¥
Never
Download u
Today at 134
Ready to install SQL Server 2019:
= Summary ~
. Edition: Developer Real-Time P{
- Action: Install (Product Update) Settings
=) Prerequisites On
- Already installed: (UTC+03:00]
¢ L. Windows PowerShell 3.0 or higher 00431-1000)
= To be installed from media:
Microsoft Visual C++ 2017 Redistributable
General Configuration
- Features
- Database Engine Services
- Instance configuration
i ~Instance Mame: MSSOLSERVER
¢ lnstence ID: SAMET
| @ Instance IDs
: 5QL Datsbase Engine: MSSOL15.SAMET
i i.Instance Directory: C:\Program Files\Microsoft SOL Server\ "
< . S > TASKS v
Cenfiguration file path:
5
C:\Program Files\Microsoft SQL Server\150\Setup Bootstrap\Log\20210514_142733\ConfigurationFileini .
<Back Install Cancel N
6005 Warning Microsaft-Windows-Winlagan Application 14.052021 13:57:22
1023 Emor  Microsoft-Windows-Perflib Application 14.05.2021 13:
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Kurulum basarili bir sekilde tamamlandiginda asagidaki gibi gériintiilenecektir.

5 SOL Server 2019 Setup - 0 X
I% Dashboard Complete TASKS ¥
i Local Servg _ 5
= Your SQL Server 2019 installation completed successfully with product updates. Never
W& All Servers, Download u
i§i AD DS Today at 134
- o= Information about the Setup operation or possible next steps:
em DNS Feature Selection
W§ File and St Feature Rules Feature Status Real-Time |
S —— & Database Engine Services Succeeded —
g (2 5L Browser Succeeded <
Server Configuration (@ saL wiiter Succeeded
Database Engine Configuration (& SOL Client Connectivity SDK Succeeded
Festure Configuration Rules () SOL Client Connectivity Succeeded
Ready to Install
Installation Pragress
Complete Details:

Install successful

Summary log file has been saved to the fellewing lecation:

CA\Program Files\Microsoft SQL Server\150\Setup Bootstrapil 0g\20210514 142733 v
\Summary SOL Cemputer 20210514 142733 ixt )

5

SQL_COMPUTER 3011 Error Microsoft-Windows-LoadPerf Application 14.05.2021 14:00:13
SQL_COMPUTER 3012 Error Microsoft-Windows-LoadPerf Application 14.05.2021 14:00:13

1441

Oy B

4.2. Microsoft SQL Server Management Studio Kurulumu

SQL Server kurulumu tamamlandi. Server ydonetiminin gercgeklestirilecegi arayiiz SQL Server
Management Studio ile saglanmaktadir.

SQL Server Installation Center lzerinden Install SQL Server Management Tools secenegi ile indirme
sayfasina gidilir ve kurulum dosyasi indirilir.
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B8 | ttpsticlnce micmeaft com /enouc fcalfems ownlnadzcal.cen ctudincemctn = @ o4 | Qearch o~

T SQL Server Installation Center - a X

5 Download SOL §

~
Planning h Mew SQL Server stand-alone installation or add features to an existing installation O rzure ~
Installation Launch a wizard to install SOL Server 2019 in a non-clustered environment o to add

| features to an existing SOL Server 2019 instance.
Maintenance i
Install SOL Server Reporting Services aging any

Launch a download page that provides a link to install SQL Server Reporting Services, ools to
Resources An internet connection is required to install SSRS.
se SSMS to

Install SQL Server Management Tools lations, and

Tools

Advanced

Launch a download page that provides a link to install SOL Server Management
Studio, SOL Server command-line utilities (SOLCMD and BCP), SOL Server PowerShell
provider, SQL Server Profiler and Database Tuning Advisor. An internet connection is
required to install these tools. s, wherever

Optiens

I; Install SOL Server Data Teols

Launch a download page that provides a link to install SQL Server Data Tools (55DT).
SSDT provides Visual Studio integration including project system support for
Microseft Azure QL Database, the SOL Server Database Engine, Reperting Services,
Analysis Services and Integration Services. An intemnet connection is required to install
SSOT.

h New SOL Server failover cluster installation
Launch a wizard to install a single-node SOL Server 2019 failover cluster,

This acti I labe in the clustered it
is action is only availabe in the clustered environment us GA

Add nede to a SQL Server failover cluster

@
=B,
-

Launch a wizard to add a node to an existing SQL Server 2019 failover cluster.
This action is only availabe in the clustered environment.

Microsoft SOL Server 2019 ﬁ Upgrade from a previous version of SQL Server
Launch a wizard to upgrade a previous version of SQL Server to SL Server 2018,
Click here to first view Upgrade Decumentation o

If you have comments or suggestions, or you want to report issues, the best way to
contact the SSMS team is at SQL Server user feedbackl. By using SQL Server
Management Studio, you agree to its license terms and privacy staternemtl.

. RELEASE 18.9.1
9% Microsoft SQL Server Management Studio
with Azure Data Studio

Welcome. Click "Install” to begin.

Locatio!

CAProgram Files (x86)\Microsoft SQL Server Management Studio 18

By clicking the "Install” button, | acknowledge that | accept the Privacy Statement and
the License Terms for SQL Server Management Studio and Azure Data Studi

Server Management Studio transmits infermation about your installation experience, as well as other
usage and performance data, to Microsoft to help improve the product. To learn more about data pr¢
and privacy controls, and to tum off the collection of this information after installation, see the
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Restart secenegi ile server yeniden baslatilir.

RELEASE 18.9.1
Microsoft SQL Server Management Studio
with Azure Data Studio

O

Restart required in order to complete setup.
All specified components have been installed successfully.

The computer needs to be restarted before setup can continue.

Buile

14:49
R e 050000 8
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5. MICROSOFT SQL SERVER KULLANIMI (TEMEL)

5.1. Microsoft SQL Server Uzerinde Veritabani Olusturma
Server secilerek Connect ile SQL Server’a baglanilir.

3 Microseft SOL Server Management Studie (Administrator)
File Edit View Tools Window Help
[ -2 8| EBNwaey R0 R [92 - 18] -|4

| b Execute |

Object Explorer > X

Connect~ ¥

SQL Server

Database Engine

Servertype
Server name [saL_compuTeR -

Authentication: ‘Windows Authentication

SAMET“\Administrator

Cancel Helo Ogtions >>

Databases > New Database ile yeni bir veritabani olusturulur.

&

4 Microsoft SQL Server Management Studio (Administrator)
File Edit View Tools Window Help
(8- -2 K H| BNwaey BR2 22| |9 e8| -|#
\ |
Object Explorer -3 x
Connect~ ¥ ¥ VS
= @ SOL_COMPUTER (SQL Server 15.0.2000)

Execute |

MNew Dfsbase..
Ses Attach.
ReB  Restore Database..
PO Restore Files and Fi
o estore Files and Filegroups...
Mal Filter
Int
85 Deploy Data-tier Application...
XE Import Data-tier Application...
Start PowerShell
Reports
Refresh

30
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Veritabani ismi belirlenir, veritabaninin saklanacagi yer belirtilir.

3 Microsoft SOL Server Management Studio (Administrator) Quick Launch (Ctrl+@) A - @ x
file  Edit  View Jools| § pew Database - o x
B 8-a- R =
b | & -
\ S e — \
| K General
& Options
Object Explorer ¥ Flegroups Database name [example_dbl
Connect- ¥ ¥ 0 Y Cwner [ <clefaut> |
£ @ S0L.COMPUTER (50)
@ 15 Databases
Security Database fls:
Server Objects Logical Name _ Fie Type | Fiegroup Inftial Size (MB) | Autogrowth / Maxsize:
El EE:":“‘”” example_db  ROWS.. FPRIMARY 3 i By 64 MB, Unlimited
oyBese example_db...  LOG Not Applicable 8 By 64 MB, Unlimited
Always On High
Management
Integration Serviq
5 SQL Server Agent|
XEvent Profiler
Connection
Server:
SGL_COMPUTER
Connection:
SAMET\Adrmirisirator
y¥ View connetion properties
Progress
Ready g
Add Bemove
Cancel
<
[7 Ready
o =5 € mh/®

Veritabani 6zellikleri belirlenir. Recovery model olarak Simple segilir. Simple Recovery Model
secilmesiyle beraber veritabanindaki loglar checkpoint isleminden sonra silinecektir bu da sunucudaki
loglarin biiyiimesinin 6niine gegecektir. Production ortaminda Full veya Bulk Logged Recovery mode
secilmelidir.

&
4 Microsoft SOL Server Management Studio (Administrator) Quick Launch (Ctrl+Q)
File  Edit View Tools| § New Database - o x
- © [ 8 - 3~ YSesctame
T Scipt + ) Help
| K General
J Options
Object Explorer ¥ Flegoups Collation <defaut> v
Connect~ ¥ ¥ Y Recovery model Simple: ~
= i@ SQL_COMPUTER (sa) Compatiilty level SQL Server 2019 (150) v
Dofabesss Containment type: None v
Security
Server Objects @iz
Replication B=]4) ‘
PolyBase R pe— -
Always On High o False
Management Auto Create Incremental Statistics False
Integration Serviq Auto Create Statisics True
S5 SOL Server Agent] Auto Shrnk False
T7] XEvent Profiler Auto Update Statistics True
Auto Update Statisics Asynchronously False
v Containment
Defauit Fuitext Language LCID 1033
Connection Defauit Language English
Server: Nested Trigg: True
3L COMPUTER Transform Noi False
p— Tio Digt Year Cutoff 2049
v Cursor
SAMET Administetor Close Cursor on Commit Enabled False
¥¥ View connection properties Defauit Cursor GLOBAL
v Database Scoped Configurations
Legacy Cardinalty Estimation OFF
Legacy Cardinalty Estmation For Secondary PRIMARY
.. Max DOF 0 v
rogress
Puto Close
Ready
Cancel
<
[ Ready
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Ok ile kaydedilir. Veritabani olusturuldugunda Databases altinda asagidaki gibi goriintilenecektir.

B

v - [m) *
_r,? Microsoft SQL Server Management Studio (Administrator) Quick Launch (Ctrl+Q) P - B x
File Edit View Tools Window Help
o8- 0 -UE P ANy ARRR2R LA 2-C-8] -4 mEaE-,
| | b Execute | | | | | -

Object Explorer 1 x
Connect~ ¥ ¥ (VI
= @ SQL_COMPUTER (SQL Server 15.0.2000
=] Databases
System Databases
Database Snapshots
[=] ccomple_db
Security
Server Objects

Replication
PolyBase

Always On High Availability
Management

Integration Services Catalogs
5 SOL Server Agent (Agent XPs disabl
KEvent Profiler
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5.2. Microsoft SQL Server Uzerinde Tablo Olusturma
Tables > New > Table ile tablo olusturulur.

& - o
4 Microsoft SQL Server Management Studio (Administrater) Quick Launch (Ctrl+Q) Pl & x
File Edit View Iools Window Help
o 8- 0-AEE | RNy BRSO RS [92-¢-|@| -|5 - @
| | b Execute |
Object Explorer - ax
Connect~ ¥ ¥ = ¥ & 4

= 17 Databases
System Datebases
Database Snapshots
5 @ eemple.db
Database Diagrams

= i@ SQL.COMPUTER (SQL Server 15.0.2000

Table...

Filter

Reports

Refresh

Sec
Security
Server Objects

Replication

PolyBase

Always On High Availability
Management

Integration Services Catalogs

XEvent Profiler

[ Ready

Pro Start PowerShell

R Memory Optimized Table..
Temporal Table »
Graph Table »
Extemal Table...

5 SQL Server Agent (Agent XPs disabl

File Table...

5 - D
4 SOL_COMPUTER.cample_db - dbo.Table_1* - Microsoft SOL Server Management Studio (Administrator) Quick Launch (Ctrl+0) Pl - & x
File Edit View Project TableDesigner Jools Window Help

o f-u-LME | BNy R QS| XTa|2-C- 8] -|5 -l @

Toers | | | | ER

Oriec e i x ENCTEEwSTeSg

Connect~ ¥ ¥ = ¥ &

© K@ SQL_COMPUTER (SQL Server 15.0.2000
[=] Databases

Systern Databases
Database Snapshots
= i@ example_db

Database Diagrams

Tables

Views

Extemal Resources
Synonyms
Programmability
Service Broker
Storage
Security

Security

Server Objects

Replication

PolyBase

Always On High Availability

Management

Integration Services Catalogs
5 5OL Server Agent (Agent XPs disabl
XEvent Profiler

)

Column Name Data Type Allow Nulls
user_id int O
name varchar(50) [}
sumame varchar(50) O
city varchar(50) m}
image | text m}
[m]
Choose Name ? X

Enter a name for the table:

[ memberd

Cancel

Column Properties

AR

v (General) ~
(Name) image
Allow Nulls No
Data Type text
Default Value er Binding
~_Table Designer v

(General)
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5.3. Excel Dosyast icerisindeki Veri Setinin Aktariimasi

SQL Server 2019 Import and Export Data araci ile veri seti aktarimi gerceklestirilmektedir.

Filters ~'

Tools  View  Help
Best match

SQL Server 2019 Import and Export Data (64-bit)

9 Desktop app
Settings

local server

[J] Show important notifications on the lock screen

L 50L Server Import and Export Wizard
hage Tooks  View  Help

Welcome to SQL Serverimportand Export
Wizard

o This wizard helps you to creste simple packages that import and export data
OfficeSetup between many popular data formats including databases, spreadshests, and text < loca

files. The wizard can also create the destination database and the tables into which > 10Ldl 5

the data is inserted.

To move or copy databases and their objects from one server instance to ancther.

cancel this wizard and use the Copy Database Wizard instead. The Copy Database
Wizard is available in SQL Server Management Studio.

I™ Do ot show this starting page again

| [ next>
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Veri setinin bulundugu kaynak ve ilgili veri kaynaginin tipi segilir.

&

.

Recycle Bin

L 50L Server Import and Export Wizard
ﬂ(’ hage  Tools  View  Help

Choose a Data Source
Select the source from which to copy data.

Data source [3 Wierosch Exeel
-l Excel connection settings
OfficeSetup
Excel file path:
|c:\Users\Admiistrator' Deskiopdata.isx Browse.

Excel version

[Microsct Excel 2007-2010 -]

I™ First row has column names

L SOL Server Import and Export Wizard

Choose a Destination
Specify where to copy data to.

Destination |B Microsoft OLE DB Provider for SQL Server

Server name: |Ilocal)

Authentication
' Use Windows Authentication

" Use SQL Server Authentication

Database:

OfficeSetup

19:49

A DT de gy 0500
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Bir tablo alani Gzerinden veri aktarimi yapilacagi icin Copy data from one or more tables or views
secenegi secilerek devam edilir.

| SOL Server Import and Export Wizard

Specify Table Copy or Query

Specify whether to copy one or mere tables and views or to capy the results of @ query from the data
source,

& Copy data from one or mare tables or views

Use this option to copy all the data from the existing tables or views in the source database.

€ Writea query tospecily the data to fransfer

Use this option to write an SQL query to manipulate or to restrict the source data for the copy operation

OfficeSetup

<Back [ [ N>

L SOL Server Import and Export Wizard

Select Source Tables and Views

Chocse one or more tables and views to copy

Tables and views:

| Seurce: C:\Users\Administrator\Deskiop\data xisx

| Destination: Jocal)
v 1 ‘Sayfals

! [dbo] fmembers]

OfficeSetup

Edit Mappings. Preview

<Bock [ [ Next>
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Kaynak Excel ve hedef veritabani alanlarina ait detaylar belirtilerek devam edilir.

1 SQL Server Import and Export Wizard

Review Data Type Mapping

Select a table to review how its data types map to these in the destination and how: it handles
conversion issuss.

View

Table:

[ Source || Destination
T Safals = [dbo] members]

<

Dtz type mapping:

| Source Column_| Source Type | Destination Co... | Destination Ty... | Convert | On Emor On Tuncaii..
A\ name VarChar : name varchar Use Giobal  Lise Global
/1y sumame VarChar sumame varchar Use Global  Lse Global
1\ oty VarChar oy varchar Use Giobal  Lse Global
[\ image VarChar image text Use Giobal  Lise Global

To view conversicn details, double-click the row that contains the column source type to be converted

On Error (global) Ignore

On Truncation (glabal)

Help

L 50L Server Import and Export Wizard
Save and Run Package

Indicate whether to save the SSIS package

[ Runimmediately

" Save SSIS Package

<Back | [ MNext> Finish >>| Cancel
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Finish ile veri seti aktarimi tamamlanir.

1 SQL Server Import and Export Wizard

Complete the Wizard View

Verify the choices made in the wizard and click Finish

Click Finish to perform the following actions:

Source Location : C:\Users \Administrator\ Desktop \data xlsx
Source Provider : Microsoft ACE OLEDB.12.0

Destination Location : focal)

Destination Provider - SOLOLEDB

Copy rows from "Sayfa1$" to [dbo] fmembers]
The new rows will be appended to the existing table.

The package will ot be saved
The package wil be nun immediately

| [_Fimish Cancel

1, SOL Server Import and Export Wizard

The execution was successful View

11 Total 0 Error
@ Success 11 Success 0 Waming
Details:

[ Action Status Message
Initializing Data Flow Task Success

Initializing Connections Success
Setting SQL Command Success
Setting Source Connection Success
Setting Destination Connection Success
Validating Success
Prepare for Execute Success
Pre-execute Success
Executing Success

L

Copying to [dbo] [members] Success 10 rows transfemed
Post-execute Success
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Veri seti aktariminin yapildigi tablo SQL sorgusu ile listelendiginde veri setinin basarili bir sekilde
aktarildigi gorilmekte.

B wi t — m] ®
,_5? SQLQuery1.sql - SQL_COMPUTER.example_db (SAMET\Administrator (53))* - Microsoft SOL Server Management Studio (Adm.., (uick Launch (Cirl+0) Pl - & x
File Edit View Query Project Tools Window Help

o[\ - E | By BHE RS XD D SRl s

~F ‘ example_db = | b Execute 27 EE ga ga

Object Explorer > Ol SOLOueryl.sql - SQ..Administrater (33)) #
¢ select * from members

Connect~ ¥ ¥

= @ SOL_COMPUTER (SOL Server 15.0.2000.5 - SAMET\Administrator)
= Databases
Systern Databases
Database Snapshots
= @ =ample_db
Database Diagrams
Tables
Views
External Resources
Synonyms
Programmability
Service Broker

HEEEHEEHEBEEHEBEBE

Storage -
Security 00% -
covs bt BB Rents ol Messsge
Replication user id  name sumame  ciy image
PolyBase 1 Samet Emiroglu Istanbul ~ sam.png
Always On High Availability 2 2 Jonathan  Livingston  Werd g
Management 3 3 Stefan Zweig Viena sz jpeg
Integration Services Catalogs 4 4 Albert Camus Drean alberto png
3 SOL Server Agent (Agent XPs disabled) 5 5 Georgs Orwel Motihari  he.png
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6. MICROSOFT SQL SERVER DENETIM & SIKILASTIRMA iSLEMLERI

6.1. Microsoft SQL Server Uzerindeki Varsayilan Hesaplarin Kapatiimasi
Microsoft SQL Server lizerinde varsayilan olarak gelen Server Admin (sa) kullanicisinin kapatiimasi
Onerilmektedir.

Security > Logins sekmesi altinda SQL Server Gzerindeki kullanicilara ait konfiglirasyonlar
gerceklestirilmektedir.

B vindowesenver [funning]

Quick Launch (Ctrl+Q) P o B x

% Solution1 - Microsoft SOL Server Management Studio (Administrator)
File Edit View Project Tools Window Help

el a-e | Bhevauey BE & A5
| |

Object Explorer
Connect~ ¥ ¥ [V
= [ SQL_COMPUTER (SQL Server 15.0.2000.5 - SAMET\Administrator)
Databases
= Security
= 1 Logins
B #EMS_PolicyEventProcessingLogin®¥
S #2MS_PalicyTsqlExecutionLogin®#
IT AUTHORITYASYSTEM
IT SERVICE\SQLSERVERAGENT
IT SERVICE\SQLTELEMETRY
IT SERVICE\SQLWriter
IT SERVICEWinmgrmt
IT Service\MSSOLSERVER

Execute |

- ax

& SAMET\Administrator
Server Roles
Credentials
Cryptographic Providers
Audits
Server Audit Specifications
Server Objects
Replication
PolyBase
Always On High Availability
Management

Integration Services Catalogs
B 5QL Server Agent (Agent XPs diszbled)
] XEvent Profiler

[ Ready

® ° H € m

Sa kullanicisi segilerek Status sekmesi altindan Login > Disabled secenegi ile sa kullanicisi devre disi
birakilmaktadir.

Connect~ ¥ *§

F Status

5 @ SQL_COMPUTER (5Q)
Databases
@ ¥ Security

NT AUTH
NT SERVI
NT SERVI
NT SERVI
T SERVI
NT Servics
sa
SAMET\A
Server Roles

Credentials
Cryptographid
Audits
Server Audit
Server Objects
Replication
PolyBase
Always On High
Management
Integration Servi
23 5QL Server Agent|
] XEvent Profiler

Connection

Server:
SQL_COMPUTER
Conection:
‘SAMET\Administrator

¥ View connection properties

Permission to connect to database engine:
@ Grart
O Deny
Login
O Enabled
@ Disabled

Status

SQL Server authentication:
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Cancel

B t - o x
4 Solution] - Microsoft SQL Server Management Studio (Administrator) Quick Launch (Ctrl+Q) Pla B X
File Edit View Proje{ § Login properties-ss _ 0 x

-o|®-a- il - R

| Selectapage T serpt ~ @ Help E
| K General
# Senver Roles

Object Explorer ¥ User Mapping Settings




6.2. Microsoft SQL Server Varsayilan Portunun Degistirilmesi
SQL Server 2019 Configuration Manager, SQL Server’in bir cok ayarlamalarinin gerceklestirildigi bir
aractir.

@
T2 Soksion! - Micrusoft SO Serve Msmagemar: Stuck (Administrator)
Bl f6n Vew Dojedt Jools Window Help
B-o-S e Beve B S &
Object Explorer T ax
Connect= ¥ "§ [
5 I SGLCOMPUTER (SQL Senver 150.2000.5 - SAMET\Administrstor)
41 1 Databaes
Securey
Server Objects
Repication
PohyBaze
Ay O High Availabilty
Mansgement
B O @ Filters
Best match

37 Microsoft SQL Server Management Studio 18

Apps
SQL Server 2019 Import and Export Data (64-bit)
@ SOL Server 2019 Configuration Manager
4 5QL Server 2019 Error and Usage Reparting
#  SOL Server Profiler 18

® SQL Server 2012 Installation Center (64-bit)

P SOL Server 2019 Configuration Manager

SQL Server Configuration Manager > SQL Server Network Configuration > Protocol for MSSQLServer >
TCP/IP sekmesinden varsayilan port degistirilmektedir.

- o x
— - X
il Action View Help
e f|EE=]
43 0L Server Configuration Manager (Local) || protocol Name Status
B SQL Server Services % Shared Memory  Enabled
4. SQL Server Network Configuration (32bit S Named Pipes Disabled

& SQL Native Client 11.0 Configuration (32|

TCR/IP Disabled
v 4. 50L Server Network Configuration W= e
B Protocols for MSSQLSERVER
2 5L Native Client 11.0 Configuration
TCP/IP Properties 7%

Protocel TP Addresses

EN3 ~
Adtive Yes
Enabled
1P Address 1eB0:74TO:S(78:9310:611 56T

TCP Dynamic Ports
TCP Port. 1433

=N
Adtive Yes
Enabled No
1P Address 192.168.1,182
TCP Dynamic Ports
TCP Port. 1433
B s
Ative Yes
Enabled No
1P Address it

TCP Dynamic Ports

TCP Port
TP port

Corcel hosly

Help
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6.3. Guclu Parola Politikasi Kullanimi

Microsoft SQL Server lzerinde oturum agacak domain kullanicilarinin gliclli parolalara sahip olmasi
olabilmesi icin GPO Uzerinden tanimlama gergeklestiriimesi gerekmektedir.

(& Group Policy Management
5 File Action View Window Help

= aE & HE

15 Group Policy Management
v i Forest: samet.local
~ (4 Domains
i All Servers ~ i samet.local
‘ & AD DS s Default Domain Policy
o ~ [ Domain Controllers
em DNS (s Default Domain Controllers |
B File and Storage Services b [ Group Policy Objects
(5 WM Filters
() Starter GROs
[ Sites
i Group Policy Modeling
(2 Group Plicy Results

samet.local
Statu  Linked Group Policy Objects  Group Poliey Inhertance ~ Delegation

Link Order GPO Enforced  Link Enabled GPO Status WM Fiter Modfied

Edit
+  Enforced
+  Link Enabled

Save Report.

Delete
Rename
Refresh

14052021 14:0...

Domain

samet local

Hide
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Password Policy tanimlamasinin gerceklestirilecegi alan adi secilerek, ilgili domain 6zelinde policy
tanimlamalarinin gergeklestirildigi Group Policy Management Editor (izerinden Computer Configuration
> Policies > Windows Settings > Security Settings sekmesinde bulunan ve kullanici hesaplari ile ilgili
tanimlamalarin gerceklestirildigi Account Policies sekmesi (zerinden kullanici hesaplarina yonelik

tanimlamalar gergeklestirilir.

&
Ir
g 6ro geme - o
Server Man )
X File Action View Window Help
«o|zE 8
Dashboard (& Group Policy Management samet.local
Local Server 44 Forest: sametlocal Status | Linked Group Poliy Objects | Group Policy Inhertance  Delegafion
(24 Domains -
All Servers v 3 sametlocal Uk Order  GPO Erforced Lk Enzbled  GPO Status WM Fiter Modfied Demain
AD DS ah Default Domain Policy 1 54 Defaut Domain Policy Yes Yes Enabled None 14052021 14:0...  sametlocal
o + (5] Domain Controllers
e DNs 7 Default Domain Controllers | |5 Group Policy Management Editor - o x
| W File and Storage Services > Z} Group Policy Objects Fie Action View Help
| 5 WMIFilters —
| 7 Starter GPOs | X2
|
@ Z“ﬂ soicy Mo ~ i Computer Configuration [ Name Description
5 Group Policy Modeling o
: = Policies (Account Policies Password and account lockout policies
%, Group Policy Results Software Settings p [
ot 9 3 Local Policies Auditing, user rights and security options polici.,
~ [ Windows Settings =
{ Name Resolution Policy d EventLog EventLog
| cipts (Startup/Shutdown) '3 Restricted Groups Restricted Groups Hide
| 1= Deployed Printers 7 System Services System senvice settings
| N |33 Security Settings 3 Registry Registry security settings
23 Account Palicies & File System File system security seftings
| RS 3 Local Policies i Wired Network (IEEE 802.3) Policies Wired Netwrk Policy Administration, Manage ..
R 3 EventLog ~| Windows Defender Firewall with Advanc... Windows Defender Firewall with Advanced Sec...
| A Restricted Groups “I Network List Manager Policies etwork name, icon and location group policies.
2 P Network List Manager Poli Network di group poli
7 System Senvices Sl Wireless Network (IEEE 802.1) Policies  Wireless Network Policy Administration. Mana..
7 Registry “IPublic Key Policies
| & File System | Software Restriction Policies
{ 14/ Wired Network (IEEE 80. ~| Application Control Policies Application Control Policies
1 B Windows Defender Fire: 8, 1P Security Policies on Active Directory (S... Internet Protocel Security (IPsec) Administratio..
| [8 Network List Manager “ Advanced Audit Policy Configuration Advanced Audit Policy Configuration
| Eaf Wireless Network (IEEE |
1‘ | Public Key Policies
| Software Restriction Pol
| Application Control Pol
&, 1P Security Policies on £
| Advanced Audit Policy ,
L < > < >
I
| < >
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Account Policy sekmesinde bulunan, Password Policy tizerinden, domain kullanicilarinin parola
politikasina ait tanimlamalar gergeklestirilerek oturum agacak kullanicilarin parola yapilandirmalari
gerceklestirilir.

&
s View Help
Server Man & File Action View Window Help -8 °

@ nm 6 Hm

IEE Dashboard 3 Group Policy Management samet.local
v & F”'ED‘“ samet local Status | Linked Group Policy Objects  Group Polloy Inhertance  Delegation
(5 Domains _
W& All Servers ~ i sametlocal Link Order GPO Enforced  Link Enabled GPO Status WM Fiter Mocified Domain
| i ADDs sk Default Domain Policy 1 24 Defauit Domain Policy Yes Yes Enabled None 14052021 14:0..  sametlocal
B o (2] Domsin Contallers -
= i Defoult Domain Controllers | 1=/ Group Policy Management Editor - o X
R File and Storage Services > = Group Policy Objects. File Action View Help
| 5 WM Fitters — —
i ) Starter GPOs e nm = Hm
i@ Sites {8 Computer Configuration A poicy - Policy Setting
£ Group Policy Modeling
v [ Policies Enforce password histol 3 passwords remembered
& Group Policy Results Software Settings P v P
& | g
e Maximum password age £2days
1 Windows Settings
Minimum password age 1 days
| | Name Resolution Policy v N .
! ) Scrpte (Srartap/Shutdowr) finimum password lengt characters Hide
1 s Deploped Pinters Password must meet complexity requirements Enabled
i o £ Securty Settings Store passwords using reversible encryption Disabled
53 Account Policies
R 3 Password Policy
R A Account Lockeut Pc
3 Kerberos Policy
3| Local Policies
3 Eventlog
A Restricted Groups
{ A System Senvices
{ A Registry
i A File System
H F4f Wired Network (IEEE 80
1‘ *| Windows Defendler Fires
| Network List Manager F
Zf Wireless Network (IEEE |
| Public Key Policies
| Software Restriction Pol .,
< B 5|« >
|
< >

Enforce password history: Belirtilen degere istinaden son kullanilan parolalarin tekrar kullanilmamasi
saglanmaktadir.

Maximum password age: Parolanin en fazla kag giin kullanilabilecegi belirtilir.

Minimum password age: Parolanin en az kag giin kullanilabilecegi belirtilir.

Minimum password length: Parolanin en az kag karakterden olusacag belirtilir.

Password must meet complexity requirements: Olusturulacak sifrenin complex bir sifre yapisina sahip
olup olmayacag belirtilir.

Store password using reversible encryption: Parolalarin ters gevrilerek encryption olarak saklanip
saklanmamasi belirtiimektedir. Bu secenek aktif edildiginde bazi uygulamalara ihtiya¢ duyuldugundan
dolayi, plaintext olarak sifrelerin saklanmasina izin vermektedir. Bundan dolayi giivenlik seviyesini biraz
daha distirmektedir. Varsayilan olarak disable olarak segilmesi glivenlik seviyesinde risk
olusturmayacaktir.
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6.4. Kullanici Olusturma ve Tablo Bazli Yetkilendirme Gergeklestirme

Databases > Security > New > Login sekmesi lizerinden yeni bir kullanici olusturulurg

]

L3 Microsoft SCOL Server Management Studic (Administrator]
Ble Edt Yew Tool Mindow Hep
= - o-2 0 Bty BERQR
Esecute

Obyect Explorer
Comnect~ § 7§ [
18 S0 COMPUTER (S0L Server 15,0000 - SAMET\Adminstrator)

Logi..
Rapots  » Server Role..
Credential
Refresh
Aut

Server Audt Specification...

. teg: ices Catal
B SOL Server Agent (Agent KPs dissbled)
% [ XEvent Profier

Quick Launch (CteQ slo & x

My -RAEE-,

New Login > General sekmesi lizerinden olusturulacak yeni kullaniciya ait bilgiler girilir.

Object Explorer -0
Connect= § 4 & -

8 SOL.COMPUTER (SO Server 15.0.2000.5 - SAMET\Administrator]

= i Databases

System Databases
Databace Smapshots
o @ example.db
Securty

o W o Sevices Catalogs
A 501 Serves Agent (hgent 4P disablec))
& [6) KEvent Profiler

Connection

Server
5G_COMPUTER

P e & x

S REEO-,

Ot ~ @ Hep

Logn rame
) Windaws sutherbication
@ SO Server autheniication
Pasaward

Condam passwond B ] — ]

Erforce password pocy
Eréorce passmord expraton
L Uoermust change passward at e log
O Magped 10 cenficate.
() Mepped to asmmetsc key
L] Mso o Crocersal
Magped Cradentias Cradecual
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Server Roles sekmesinden kullanicinin sunucu Gzerinde sahip olacagi rol (Kullanici kisith olacagindan
dolayi public olarak isaretlenir.) segilir.

]

i Microsoft SOL Server Management Studic (Administrate

Ele Edt View Iools Window Help

&

G- o -2 By BEQR26
Egecute
Object Explorer
Connect~ § ¥ ¢ -~
5 1 SQLCOMPUTER (SQL Server 15.0.2000.5 - SAMET\Admimistrator)
& 8 Databsses

System Datatsases
Databose Snapshets
= W@ cample_db
5 1 Security
= W Logins
& ##M5_PolicyEventProcessinglogins®
& ##M5_PolicyTsqlEsecutionLagin®®
& jonathan
NT AUTHORITYV\SYSTEM
NT SERVICE\SGLSERVERAGENT
T SERVICESCLTELEMETRY
NT SERVICE\SGLWriter
WT SERVICE\Winmgmt
NT Service MSSCLSERVER

a
& SAMET\Administrator
Server Roles
Credentials
Cryptographic Providers
Audi
& W Server Audit Specifications
9 Server Objects
& 1 Replication
& 9 PolyBase
Abways On High Availabiity
) # Management
1 Integration Services Catalogs
J SQL Server Agent (Agent XPs disabled]
1 {£] XEvent Profiles

7 Ready

.| CmEED-,

I soot ~ @ Heo

Sarver ol is usedi 1o grant sarvee-wide secuty pevleges 1o 8 ussr.

H
i

OO00oR0000

Connection
Server
5aL_COMPUTER

Connection
SAMET Adrmristrator
W Ve cornecton progetes

User Mapping sekmesinden kullanicinin etki alaninin gerceklestirilecegi veritabani secimi yapilir.

52 Microsoft SQL Server Management Studio (Administrator)
Ele Edt View Tools Window Help
cO[8@- a-2E | Arevaey B2 92D

| | b Execute

Object Explorer
Connect - § *§ &+

© @ SQL_COMPUTER (SQL Server 15.0.2000.5 - SAMET\Administrator)
& 1 Databases
System Databases
Database Snapshots
@ cempledb
& 1 Secuity
& 1 Logins
8. #2MS PolicyEventProcessinglogin#
8. #2MS PolicyTsqlExecutionLogin®®
jonathan
IT AUTHORITV\SYSTEM
IT SERVICE\SQLSERVERAGENT
IT SERVICE\SQLTELEMETRY
IT SERVICE\SQL Writer
IT SERVICE\Winmgrmt:
NT Service\MSSQLSERVER

s
& SAMET\Administrator
Server Roles
Credentials
Cryptographic Providers
Audits
Server Audit Specifications

Server Objects

Replication

PolyBase
Always On High Avalability
Management

Integration Services Catalogs
5 SQL Server Agent (Agent XPs disabled)
[] XEvent Profiler

[J Ready

@ Login Properties - jonathan
Selecta page

£ General

5 Server Roles

T Scipt ~ @ Hebp

Users mapped 1o this login
Nap  Datsbase User
| cnample_db jonathan
master
model
msdb
tempdb

Connection

Server:
SQL_COMPUTER

Database role membership for: example_db

Defah Schema

Connection:
‘SAMET Administistor

] db_accessadnn
[ db_backupoperator
¥ Vew comection properties | [ db_datareader

] db_datawrter

] db_ddadmin

] db_denydatareader
] db_denydatawrter
] db_owner

[ db_securtyadmin
4] public
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Status sekmesinden kullanici durumunun aktifligi ve giris izni belirtilerek ok butonuna tiklanarak kullanici
olusturulur.

&

32 MicrosoftSQL Server Manogement st

strater] .
Ele Edit Wiew Jlools Vindow Help
G- o-2 0P| By B2 S

G~
= 8 SQL_COMPUTER (5L Server 15.0.2000.5 - SAMET Adrministrator]
© 1 Detsbeses
&) W System Databases I 5ce = @ el
Dtabsse Snapshots
o W eample do ey
B W Secuity
La Pemigsontn cornact 1o database enge:
& #5MS_PolicyEuentProcessinglogins ® Gant

B ##MS_PolicyTaqlfxscutianLogines

& NTAUTHORTVISYSTEM
NT SERVICE\SOLSERVERAGENT
NT SERVICE\SQLTELEMETRY
NT SERVICE\SOLWriter

T SERVICE Winmgrt

NT Service\MSSOU SERVER

& SAMET\Acministrator

41 W Server Roles

& 1 Credentisls

7 W Cryptographic Providers Connecion

W Audts .

Server Auit Speciications S ComruTen
Server Objects -

@ 9 Replicatian SAMET Acimivsiraior
& W PolyBase .
& 1 Abways On High Availskility ¥¥ Vi comesiion prperies
5 1 Management
G ¥ Integration Services Catalogs

B SO Server Agent (Agent XPs dissbiec)
# [£] XEvent Profiler

L7 Ready

Databases > [DATABASE_NAME] > Security > Users > [USERNAME] > Properties sekmesinden
olusturulan kullanicinin 6zellikleri ayarlanmaktadir.

4 Microsoft SQL Server Management Studio (Administrator)
File Edit View Tools Window
. ‘ il .2 |Ji||

| | b Execute

Object Explorer
Connect~ ¥ ¥ [VES
© 0 Tables
System Tables
FileTables

External Tables
Graph Tables
B dbemembers
Columns
Keys
Constraints.
Triggers
@ 0 Inderes
Statistics
Views
External Resources
Synonyms
Programmability
Service Broker
Storage
B 1 Security
B 9 Users
& dbo
& quest
ﬁ INFORMATION_SCHEMA
& s

[oNcN-N=N

New User..

SeriptUseras b

Policies 3

Facets

Start PowerShell

Reports >

Rename
= 1 Logins Delete

Refresh
Properties:

NT SERVICE\SQLSERVERAGENT
NT SERVICE\SQLTELEMETRY
NT SERVICE\SQLWriter

NT SERVICE\Winmgmt

T Gervic s\ MSSOI SERVER

47



Properties >Securables > Search > Specific Objects > Object Types sekmesinden kullanicinin hangi nesne

tipi zerinde etkisinin olacagi segilir. Ele aldigimiz senaryoda tablo bazl yetkilendirme
gerceklestirildiginden dolayi Tables secimini yaparak kaydediyoruz.

§ windows-server [Running] - Oracle VM ViruslEo

% Microsoft SOL Server Management Studio (Administrator)

File Edit View Tools Window Help
col@-a-t

| | b Execute

| B ewauery B

Object Explorer
Connect~ ¥ ¥ ¢ -

] Tables
System Tables
FileTables
External Tables.
Graph Tables
[ dbe.members

m

Columns
Keys
Constraints
Triggers
Indexes
Statistics
Views

External Resources.
Synonyms
Programmability
Service Broker
Storage
Security

] Users

& dbo

£ quest

.‘3 INFORMATION_SCHEMA

s

&3 jonathan

Roles

Schemas
Asymmetric Keys
Certificates
Symmetric Keys
Always Encrypted Keys
Database Audit Specifications
Security Policies
B 1 Security
& 17 Logins
S« FEMS PolicyEventProcessinglLogin
S #EMS PolicyTsqlExecutionLoginzs

NT AUTHORITV\SYSTEM

NT SERVICE\SQLSERVERAGENT
NT SERVICE\SQLTELEMETRY
NT SERVICE\SQLWriter
NT SERVICE\Winmgmt
T Gervic AMSSOI GERVER

[ Ready

Selecta page
# General

& Owned Schemas
¥ Membership

» Securbles

# Extended Propetties

I Scrpt ~ @) Hep

Username: [jonathan

‘Securables:

Schema

Select thess object types:

Type

Object Types.

Enterthe| P Select Object Types

Connection

Server.
SQL_COMPUTER
Conneation:

SAMET \Adrinistraf

¥ View connectiy

Select the types of abjects to find

Object Type
[ @ Databases

Stored procedures
Tables

Views

Inline functions
Scalarfunctions
Tablevalued functions
Appiication roles.
Assemblies

LR Ei Rl B ) s

Kullanicinin yetki ayarlarinin gergeklestirilecegi tablo secimi gergeklestirilir.

&

5 Microseft SOL Server Management Studio (Administrator)

File  Edit View Tools Window Help
- ‘ﬁ, - e

| | b Execute

| B revey B & @

Object Explorer
Connect~ ¥ ¥ G+

0 Tables
System Tables
@ 1 FileTables
External Tables
Graph Tables
& B9 dbo.members
Columns
Keys
Constraints
Triggers
Indexes
Statistics
Views

External Resources

Synonyms
Programmability
Service Broker
Storage
B 1 Security
B 9 Users
&3 dbo
&3 gues

Asymmeric Keys
Certiicates
Symmetric Keys
Always Encrypted Keys
Database Audit Specifications
Security Policies.
B 1 Secuity
& ¥ Logins
& #5MS_PolicyEventProcessinglogins*
S £2Ms_PolicyTsqlExecutionlogin®*
& jonathan
& NT AUTHORITVSYSTEM
& T SERVICE\SQLSERVERAGENT
& NT SERVICE\SQLTELEMETRY
& NT SERVICE\SQL Writer
& NT SERVICE\Winmgrmt
& NT Service\MSSOI SFRVER

Selecta page.
¥ General
¥ Ouned Schemas

¥ Exended Properties

T Scipt ~ @ Help

Username: [jonathan

Securables:

Schema

Tyee

Connection

Server.
5QL_COMPUTER|
Connection

SAMET\Admiristr

¥ View connecti

9 Browse for Objects

1 objects were found matching the types you selected.

Matching objects:
Name
EE ool imembers]
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Properties > Securables sekmesinden kullanicinin belirtilen obje/objeler Gizerindeki yetki seviyeleri ve

yetki tiplerine ait diizenlemeler gergeklestiriimektedir.

&

&% Microsoft SQL Server Management Studio (Administrator)
Fle Edit View Tools Window
|8~ 0 28| Braaey BRE@S| LD

Object Explorer
Connect~ ¥ ¥

= 1 Tables
System Tables
FileTables
External Tables
Graph Tables
= B8 dbo.members

Help.

Execute |

[

Columns
Keys
Constraints
Triggers
Indexes
Statistics

Viens
External Resources
Synonyms
Programmability
Service Broker
Storage
Security
Users
3 dbo
& quest
&2 INFORMATION_SCHEMA
P
&3 jonathan
Roles

Schemas
Asymmetic Keys

Certificates

Symmetric Keys

® 1 Ahways Encrypted Keys
Database Audit Specifications
Security Policies

5 1 Security
= 1 Logins
e ##M5_PolicyEventProcessingLogings
S ##Ms_Policy TsqlErecutionLogin##

NT AUTHORITVASYSTEM

NT SERVICE\SQLSERVERAGENT
NT SERVICE\SQLTELEMETRY
NT SERVICE\SQL Writer

NT SERVICEWinmgmt

T Service\ MSSOI GERVER

[ Ready

Databases > [DATABASE_NAME] > Tables > [TABLE_NAME] > Properties > Permissions sekmesinden
de yetkilendirme isleminin basarili bir sekilde gergeklestirildigi

sy

mevcut tabloya ait izinler kontrol edildigin

gorilmekte.

Serves Management Stuic (Administrator)

Edt View Took  Window Help

B0 -0 By 8BS 8RS
Object Explorer -0
Connest= § *§ &~

B 501 COMPUTER (SGL Server 15.0.2000.5 - SAMET\Adrinstrator)
Databases
System Databases
Database Saapshots
E i mample b
4 1 Database Diagrams
Table
o 9 System Tables
5 1 FieTables
Edemal Tables
% 1 Graph Tabies
FE dbo.membess
Columas
Keys
Constraints
B W Triggers
Indexes
Statistics
5 1 Views
T 1 Extemal Resources
Synomyms
Programmailty

Cannection

5 W Senvice Broker
® W Storage
Security

Users

& do

& quest

&3 INFORMATION SCHEMA

o

&5 jonathan

Roles

Server
SaL_COMPUTER

SAMET Adminisoter

5 1 Schamas
7 Asymmetiic Keys
& 9 Certiicates
Symmetric Keyz
Abways Encrypted Keys
Datsbase Aucit Specficstions
Secusity Policies
Secury
Server Objects
Reghcation
Polygase
Slucavz 0o binh 2.

@ Database User - jonathan

Selecta page

# General

# Owned Schemas
& Membership

& Securables

# Extended Propeties

Cannetion

Server:
5QL_COMPUTER
Connection
SAMET\Admiistrator

4 Vien connection propeties

Schema o
View achem permissions
Tatle name:  [members
Users errmies:

Nome

& | renathan

Pemasions for pnathan

Explct Effectve.
Bemerin

¥ Yiew conreston properes

T Scipt ~ @ Help

Username: [onathan

Securables:

Schema

B dbo

Pemissions for dbo members:

Ewplct  Effective
Pemission

Hter

Cortrol

Delete

Grartor

Insert
References
Select
Tebe o

<
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Tyee
Table

Column Pemnissions.
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6.5. Xp_cmdshell Kullanimini Pasif Hale Getirme

xp_cmdshell, Microsoft SQL Server ile cmmd komut satiri Gzerinden komut calistiriimasini saglayan bir
prosediirdiir. Bu prosedur sayesinde SQL Server Sunucusu lGzerinden cmd komut satirina dilenilen
komutlar génderilebilmektedir.

SQL_COMPUTER > Facets sekmesinden gesitli Audit & Konfiglirasyon olaylari gerceklestirilebilmektedir.

&
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xp_cmdshell kullanimi durdurulacaktir.

False olarak etkinlestirildiginde
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6.6. SQL Server Uzerinde Audit Loglarinin Aktif Hale Getirilmesi

Security > Audit > New Audit ile yeni bir Audit tanimlamasi gergeklestirilmektedir.

E ndows-server [Running] - Oracle VM
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% Microsoft QL Server Management Studio (Administrator) ¢
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Audit name: Olusturulacak Audit’e ait isimlendirme gerceklestirilir.

Queue delay: Biriktirilen verilerin, kayit yerinde belirtilen dosyaya ka¢ milisaniyede bir yazilacagi
tanimlanir. Bu deger 0 yapilirsa eger es zamanli olarak yazacaktir.

On Audit Log Failure: Bu secenek segildiginde Audit de fail olmasi durumunda ne olacaginin segimi
belirtiimektedir.

Audit Destination: Olusturulacak Auditin hangi dizine yazilacagi belirtiimektedir.

Audit File Maximum Limit: Ulasabilecegi en yliksek dosya sayisi belirtiimektedir.
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Security > Database Audit Specifications > Create Database Audit Specification sekmesinden, nesne
belirtilerek bu nesne Uzerindeki hangi islemler sonucu ne gibi loglarin tutulacagi belirtilmektedir.
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6.7. SQL Server Uzerinde Giivenlik Aciklarinin Degerlendirilmesi

SQL guvenlik acigr degerlendirmesi (SQL Vulnerability Assessment), SQL Server ile olusturulan
veritabanlarinin glivenlik agiklarinin tespit edilmesini, takip edilmesini ve bu agikliklarin giderilmesine
yardimci olan bir aragtir. Veritabani glivenliginizi proaktif olarak gelistirmek i¢in kullanilmaktadir.

Databases > [DATABASE_NAME] > Tasks > Vulnerability Assessment > Scan For Vulnerabilities sekmesi
ile tarama olusturulmaktadir.
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Tarama ¢iktilarinin kaydedilecegi hedef belirtilerek tarama baglatilir. Kaydedilen tarama ciktilari,
Databases > [DATABASE_NAME] > Tasks > Vulnerability Assessment > Open Existing Scan sekmesinden
hedef yol secilerek incelenebilmektedir.
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Tarama sonuglarina istinaden hatali/basarisiz/zafiyetli olarak tespit edilen agikliklar risk seviyesine gére
listelenecektir. Bulgular segildiginde ¢6zim 6nerilerine ait detaylara ulasilarak basit bir sekilde dnerilen
¢Ozlimler uygulanabilmektedir.
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